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A B S T R A C T   

Flexibility in the energy system, which is needed due to the increasing proportion of decentralized and fluctu
ating renewable energy sources, remains limited until end users adopt digital energy services. These services 
require both energy data and further personal information for their operation, a setting that raises privacy 
concerns among end users. This paper addresses this issue by investigating the perceptions of 604 individuals of 
different information types regarding risk, sensitivity and willingness to share. A two-stage hierarchical clus
tering approach highlights the particular role of energy data within this spectrum of personal information and 
profiles different end user segments, aiming to provide crucial insights into existing privacy concerns of end 
users. The results show that smart meter data is perceived as more sensitive than other energy data, reaching a 
level comparable to that of social interaction data. In this regard, it can be expected that at most about 20% of the 
end users are willing to share their energy data. Demand side actions need to increasingly focus on fluctuating 
electricity production as well as demand side energy consumption for heating or individual devices. These in
sights are essential for designing and using digital energy services in a manner that minimizes privacy concerns 
and enhances the availability of household energy data and thus the provision of flexibility.   

1. Introduction 

As the overall electricity demand and share of – increasingly 
decentralized – renewable energy simultaneously increases, the 
balancing of the peaks and troughs of load profiles poses a major chal
lenge for the energy transition (Aloise-Young et al., 2021). A promising 
approach to addressing this challenge is the opportunity to adjust the 
electricity infeed and purchases, i.e., providing flexibility (Plaum et al., 
2022). Households can provide flexibility by shifting their loads to 
different times (e.g., use of washing machine at times of high photo
voltaic (PV) generation) or by feeding power back into the grid (Hall and 
Geissler, 2020). Digital energy services (e.g., smart home energy man
agement systems) support these measures by providing users with rec
ommendations on how to optimize their energy consumption based on a 
user’s consumption pattern (Pandiyan et al., 2023). However, these 
technologies need various personal information about end users’ activ
ities for their operation (Cagno et al., 2022; Reyes, 2022). 

Thus, the basis for end user flexibility is obtaining comprehensive 
and accurate household energy data (Chen et al., 2023). These data can 
be viewed as records of the occupants’ use of energy-using appliances 
and equipment in their home as time series, largely through everyday 
activities such as cleaning, food preparation, leisure and keeping warm 
(or cool), and are regularly used to calculate energy system models (e.g., 
Askeland et al., 2021). Combined with sociodemographic information 
(McKenna et al., 2022), consumption patterns are utilized to assess the 
fluctuations in energy demand over a defined time frame. Hence, energy 
data and other information are crucial in characterizing energy demand 
behavior and thus the underlying information for generating flexibility 
(Hussain et al., 2023). 

However, the availability of household energy data remains limited 
until end users adopt digital energy services (Paudler et al., 2023). 
Consequently, smart grids remain incomplete without the adoption of 
smart technologies in households (Fernandes and Silva, 2022). For 
example, ample evidence indicates a slow progress in the deployment of 
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advanced electricity metering infrastructure (i.e., smart meters) (Vitiello 
et al., 2022). Other studies underscore that privacy concerns among end 
users impede the collection of digital energy data through smart meters, 
hindering its sharing in smart grids (Ryu and Kim, 2024). These privacy 
concerns are prevalent not only with smart metering technologies but 
also extend to all digital energy services (Li et al., 2020). 

The privacy debate is a recurring theme in research within the 
context of digital media (Ayaburi and Treku, 2020), highlighting that 
the primary reason for not adopting social media or other digital services 
is privacy concerns that arise from data sharing (Zhang and Liu, 2022). 
In this context, studies on data perception contribute to a deeper un
derstanding of these concerns. For instance, researchers have explored 
the willingness to share personal information along with the perceived 
risk or the sensitivity of different information types in the marketing 
context (Milne et al., 2017; Belen-Saglam et al., 2022). However, 
empirical findings that specifically address the context of energy data 
are scarce. Sporadic studies only touch on single aspects, such as either 
sensitivity or willingness to share, rather than provide a comprehensive 
analysis (e.g., Deloitte, 2017; Ofgem, 2018; Pfeiffer et al., 2020). 

Understanding how energy data, along with other sociodemographic 
information, are perceived across different user groups provides crucial 
insights into both the existing privacy concerns of end users and the 
privacy context of energy data compared to more sensitive information. 
This understanding is essential for designing and using digital energy 
services in a manner that minimizes privacy concerns and enhances 
privacy protection. Subsequently, appropriate energy services enhance 
the availability of household energy data and thus the provision of 
flexibility (Vigurs et al., 2021). 

Thus, this work addresses this research gap by conducting a thorough 
analysis of end user perception of energy data. The primary contribution 
is the exploration of how end users perceive their energy data regarding 
risks, sensitivity and their willingness to share these data. Specifically, 
this study has two sub-goals: firstly, to compare the perception of energy 
data with other types of information, and secondly, to profile different 
end user segments based on their perception. We therefore surveyed 604 
end users and employed a two-stage clustering approach. The concep
tual background of our analysis is described in the following section. 

2. Conceptual background 

The perception of one’s personal information can be measured by 
several privacy-related concepts. The perceived information sensitivity is 
associated with different types of risk (e.g., psychological, physical, social, 
financial, privacy risk) (Milne et al., 2017; Phelps et al., 2000). Personal 
information that is perceived as sensitive is seen as a risk when weighing 
the costs and benefits of a data disclosure and thus decrease the will
ingness to share data (Gouthier et al., 2022). Measuring these concepts (i. 
e., type of risk, data sensitivity and willingness to share) creates a 
comprehensive picture of the perception of individual information 
types. This allows for a better assessment of the perception of energy 
data within the spectrum of other personal information types. In addi
tion, the individual assessment of each type of data by risk type, data 
sensitivity and willingness to share, is complemented by general atti
tudinal concepts such as internet privacy concerns, internet activity and risk 
behavior, generating a comprehensive picture of different user segments 
regarding data sharing in the context of energy systems. 

The perceived information sensitivity can be understood as the degree 
of harm that is perceived as potentially caused by sharing one’s data 
(Rumbold and Pierscionek, 2018). Milne et al. (2017) identified secure 
identifiers as most sensitive information types. Markos et al. (2017) 
examined U.S. and Brazilian consumers’ perceived sensitivity for 

personally identifiable or linkable data with a friend, marketer, trusted 
marketer, or unknown marketer. They highlighted the fact that fewer 
sensitive personally identifiable information items (e.g., email) and 
more sensitive items (e.g., passwords) are not classified as personally 
identifiable information. Schomakers et al. (2019) and Belen-Saglam 
et al. (2022) compared their results with findings from Germany and the 
UK, both indicating that a consensus exists regarding what constitutes 
sensitivity in these nations. Regarding energy data, the UK government 
regulator Ofgem (2018) descriptively showed that energy consumption 
data are perceived to be the least sensitive in comparison to other per
sonal information. 

How sensitive personal information is perceived depends on the type 
of risk attributed to different types of data (Milne et al., 2017). Risk is a 
multidimensional concept that was operationalized by Jacoby and 
Kaplan (1972) who used the dimensions financial, physical, social, and 
psychological risk. As such, financial risk is the risk of financial loss due 
to fraud (Featherman and Pavlou, 2003) or exorbitant additional costs 
(Jacoby and Kaplan, 1972). Scholars dedicate significant effort to model 
dynamic price schemes, aiming to mitigate financial risks for end users 
due to volatile generation (Panda et al., 2023). According to Milne et al. 
(2017), most financial risks are assigned to the information types of 
credit card number, financial account number, or vehicle registration 
number. Physical risk is defined as the risk of physical danger and re
striction of personal freedom of movement (Salter and Bryden, 2009). 
Most physical risks can be linked to secure identifiers, such as the in
formation types of the password and social security number (Milne et al., 
2017). Revealing insights into energy consumption also increases the 
risk of burglary (Razavi et al., 2019). Social risk is the risk of a threat to 
one’s self-esteem, reputation, and/or perception by others (Featherman 
and Pavlou, 2003). Social risks are associated with the information types 
of the law enforcement file and picture of the face (Milne et al., 2017). In 
turn, incentive systems incorporating the reputation of prosumers foster 
interactive and standardized participation in peer-to-peer energy mar
kets (Jiang et al., 2023). Psychological risk is defined by negative emo
tions such as fear, sorrow, and/or conflicts with the self-image 
(Featherman and Pavlou, 2003) or self-concept (Jacoby and Kaplan, 
1972). In particular, Milne et al. (2017) showed that the information 
types of the DNA profile and medical history are frequently linked to 
psychological risk. With the increased use of personal information in the 
digital context, personal information is primarily attributed as a privacy 
risk, that is the risk of a potential loss of control, sale, or disclosure of 
information to third parties without consent, and the use of information 
for unintended purposes (Featherman and Pavlou, 2003). The same is 
true for smart home energy management systems. People’s main barrier 
to adopting these energy services is their ability to reveal information 
about the home life (Zhang and Liu, 2022). 

Data and information are currently being systematically shared as 
technology becomes increasingly integrated into everyday actions, 
which suggests that there is a willingness to share data. The higher the 
information sensitivity, the lower the willingness to share (Milne et al., 
2017; Pal et al., 2020). Therefore, the willingness to share data varies 
dramatically depending on the information type (Phelps et al., 2000). 
Some merely descriptive studies addressed users’ willingness to share 
particularly energy data. The UK government regulator Ofgem (2018) 
illustrated that almost half of UK consumers were willing to share their 
energy consumption data when this sharing was connected to personal 
benefits (i.e., financial savings, improved energy efficiency). Similarly, 
Yussof et al. (2021) found a high average willingness to share contextual 
data on electricity consumption in Malaysia. Pfeiffer et al. (2020) 
distinguished between three segments of Austrian end users in this 
context, where about a quarter of the respondents signaled a willingness 
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to share their energy data. However, evidence from these studies is still 
scarce and a comprehensive analysis is lacking. 

Originally, privacy was defined as the ‘right to be alone’ (Warren and 
Brandeis, 2005); today, it refers to an individual’s desire to control or 
influence personal information (Watson et al., 2010). Therefore, an 
internet privacy concern relates to a concern about whether third parties 
behave opportunistically regarding the information submitted online, 
and particularly by the respondent (Dinev and Hart, 2006). Döbelt et al. 
(2015) explored end users’ internet privacy concern when adopting 
energy services. Their results highlight the importance of access control, 
information transparency and the incorporation of privacy enhancing 
functionalities such as user authentication. Openly accessible energy 
consumption data can interfere with people’s sense of autonomy and 
control (Vigurs et al., 2021). Chen et al. (2017) demonstrated that 
higher internet privacy concerns lead to lower support for and adoption 
of smart meters. 

Furthermore, the extent of internet activity matters for designing en
ergy systems. This was shown by Bjarghov et al. (2021), who identified 
social challenges related to users’ internet accessibility in local elec
tricity markets. More broadly, Wang and Xu (2021) examined the 
impact of internet use on CO2 emissions at a global level. Their results 
indicate that internet use has a positive effect on carbon emission 
reduction in most industrialized states. 

If individuals perceive that the potential benefits outweigh the po
tential risks, or if they do not consider the risk significant, they are more 
likely to engage in risky behavior (Foster et al., 2009). The particular 
form of risk behavior differs based on the impact of privacy concerns 
(Jung and Park, 2018). To overcome this barrier, risk-averse end users 
need greater financial incentives to reduce electricity consumption 
(Niromandfam et al., 2020). The risk behavior affects the quality of 
individual decisions related to energy consumption, energy efficiency 
adoption and the budgeting ability in the context of energy poverty 
(DellaValle, 2019). Particularly the incidence of energy poverty is 
determined by an individual’s risk behavior (Churchill and Smyth, 
2021). 

3. Methods 

To clarify the particular role that end users assign to energy data 
within the spectrum of personal information, we conducted a quanti
tative online survey to investigate end users’ perception of different 
types of data. 

3.1. Study sample 

We conducted the survey in July 2021 with support from the market 
research institute respondi in Austria. A focus was directed toward this 
case region for two reasons: First, like all member states of the European 
Union, Austria is being asked to ensure the deployment of smart 
metering systems that encourage the active participation of end users in 
the electricity market (European Union, 2019). In 2021, electric utilities 
in Austria had installed 3,032,222 smart meters in total, representing 
47% of all metering points in Austria. However, about 3% of the Aus
trian end users disabled their smart meter from making granular read
ings of their electricity consumption data (i.e., they “opted out”). In 
contrast, more than 5% opted to share their quarter-hourly electricity 
consumption with their grid operator instead of the standard daily 
transmission (E-Control Austria, 2022). This discrepancy in handling 
energy data initially motivated us to conduct this research. Second, 
research in the broader context of this study focused on end users in the 
U.S. (Milne et al., 2017; Markos et al., 2017), Brazil (Markos et al., 

2017), UK (Belen-Saglam et al., 2022) and Germany (Schomakers et al., 
2019). Since the attitudes of Austrian end users towards energy policies 
(e.g., developing renewable energy, fighting global warming, energy 
affordability) (Janik et al., 2021) and their willingness to share personal 
information for energy purposes (Reyes, 2022) are widely comparable to 
those held by people in many European Union countries, the results from 
Austria provide evidence that can be extrapolated to other countries. 

To be included in the survey, the participants had to be (i) aged at 
least 18 and at most 70 years and (ii) have their principal residence in 
Austria. No prior exclusion criteria were defined, since the goal was to 
obtain a general picture of the broader public’s data perception. We set a 
quota by gender, age and education to obtain a representative sample. 
Informed consent was obtained from participants at the beginning of the 
survey. 

Initially, we collected responses from 741 Austrian end users. Of 
these, 81 failed an attention check and, therefore, were excluded from 
the sample. In the course of data cleansing, we further identified and 
excluded 56 participants who provided inconsistent responses. Thus, the 
final sample comprises n = 604 participants. Detailed sociodemographic 
data for the participants are stated in Table 1. 

3.2. Survey instrument and measures 

The survey instrument comprised three parts. First, we collected 
participant sociodemographic data (i.e., gender, age, education and in
come) and information about technical devices at their home. 

Second, participants were asked to evaluate different information 
types with respect to risk, sensitivity and willingness to share. We 
selected the information types based on the extensive set used by Milne 
et al. (2017). Additionally, we considered particular information types 
used by Markos et al. (2017) and Schomakers et al. (2019) as relevant. 
We finally selected 34 information types from these sources and added 
the “COVID vaccination status”, as we considered this to be an inter
esting information type at the time of the survey during the COVID-19 
pandemic. Most importantly, four types of energy data supplemented 
the present study. We selected these data types (i.e., PV electricity 
production, heating energy consumption, washing machine electricity 
consumption, smart meter data) based on a literature review (Fell, 2017; 
Marinakis et al., 2020; Pití et al., 2017) and a workshop held with ac
ademic experts in the field of energy research. The presented set of in
formation types, therefore, comprises 39 information types that include 

Table 1 
Participant sociodemographics.  

Sociodemographics Ma (SDb) % 

Gender    
Female   50.91 
Male   49.09 
Age (years) 43.52 (14.01)  
Education    
Apprenticeship   49.91 
Intermediate vocational school   15.08 
School-leaving certificate   20.27 
University degree   14.74 
Income    
≤€2200   37.07 
€2201 - €3000   22.20 
€3001 - €4000   21.38 
≥€4001   19.35 

n = 604, a means, b standard deviations. 
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the supplemented energy data. Table A.3 provides an overview of the 
data types used for this study. Participants stated their general willing
ness to share their personal information on a 10-point scale ranging from 
1 (“no willingness to share”) to 10 (“high willingness to share”). Simi
larly, they rated the information sensitivity on a 10-point scale from 1 
(“not sensitive”) to 10 (“very sensitive”). Furthermore, we included a 
“yes/no” response, asking them to indicate whether or not they associ
ated each of five categories of risks with the 39 information types. The 
risk categories were physical risk, financial risk, social risk, psycholog
ical risk and privacy risk, as adopted from Milne et al. (2017) and 
Featherman and Pavlou (2003). We included a description of each risk 
type in the survey to ensure a common understanding among the re
spondents. In addition, we offered the option “no risk”. For each infor
mation type, participants could assign more than one risk category. They 
were also provided with open response fields to comment on their 
statements. 

Third, questions on internet privacy concern (IPC), risk behavior 
(RB), and internet activity (IA) were asked at the end of the survey. We 
measured internet privacy concern by using five items from Dinev and 
Hart (2006) and Lee et al. (2019) on a five-point scale ranging from 1 
(”do not agree at all”) to 5 (“fully agree”). The risk behavior scale 
comprised four items measured on a scale ranging from 1 (”do not agree 
at all”) to 5 (“fully agree”). For this, we adopted one item from Khalil 
and Karam (2015) and adapted three items from Schäwel et al. (2021). 
The items to measure internet activity were based on those of Rosen et al. 
(2013) and supplemented with items from official statistics (Djahangiri 
et al., 2018). Eleven items comprised the scale, measured on a frequency 
scale from 1 (“never”) to 5 (“regularly”). The corresponding items, the 
descriptive statistics of the scales and their correlations are summarized 
in Table A.4 in the appendix. 

3.3. Data analysis 

We used a two-stage data analysis method to highlight the particular 
role of energy data within the spectrum of personal information. 

First, we created information type clusters to interpret and compare 
the energy data types in terms of the risk assessments, sensitivity and 
willingness to share with the other information types. The participants’ 
39 information type assignments to each of the five risk categories built 
an aggregated data set for this first analysis stage. This procedure pro
vides percentages of assignments for each information type assigned to 
each risk category. To simplify the comparisons, we transformed the 10- 
point scales of willingness to share and perceived information sensitivity 
to a scale of 0–1 that can be interpreted as a percentage with the higher 
values indicating a higher willingness to share and sensitivity, respec
tively. We calculated descriptive statistics with mean (M) assignments of 
each risk category, their standard deviations (SD) and bivariate corre
lations. A principal components analysis with the measures financial 
risk, physical risk, social risk, psychological risk, privacy risk, no risk, 
sensitivity and willingness to share reduced the dimension of the 
aggregated data set. The resulting orthogonal components served as 
input for a subsequent cluster analysis (Ringnér, 2008) conducted to 
create information type clusters. Because there was no explicit need to 
interpret the cluster analysis input, we did not apply any rotation to the 
extracted principal components. Using these principal components, we 
performed a hierarchical cluster analysis with an average linkage based 
on the Chebyshev distance measure. The distance between values x and 
y of object j is defined in Eq. (1): 

d
(
xj, yj

)
= lim

p→∞

(
∑m

j=1

⃒
⃒xj − yj

⃒
⃒p
)1

p

= maxj
( ⃒
⃒xj − yj

⃒
⃒
)

(1) 

We chose the final number of clusters from silhouette values aver
aged across each object’s silhouette width s(j), a measure that is stated 
in Eq. (2): 

s(j) =
b(j) − a(j)

max{a(j), b(j)}
(2) 

In Eq. (2), a(j) is the average dissimilarity of object j to all other 
objects in cluster A, and b(j) is the minimum dissimilarity of object j to 
all other objects of other clusters ∕= A (i.e., cluster A’s nearest neighbor 
cluster B). We validated the cluster solution using a multivariate analysis 
of variance (MANOVA). 

Second, we deepened the results with a user segmentation. As in the 
first stage, we performed a principal components analysis and a subse
quent hierarchical cluster analysis. Individuals’ overall perceived risk, 
sensitivity and willingness to share for each information type cluster 
were used as inputs, along with their IPC, RB and IA. Since Jacoby and 
Kaplan (1972) defined the overall perceived risk (OPR) as a function of 
specific risk categories, we used the risk assignments xi,j,k (∈ {0,1}) for 
subject i regarding information type j and risk category k to calculate a 
subject i’s OPR of information type cluster Jl according to Eq. (3): 

OPRi,l = C
1
ml

∑ml

j=1

∑5

k=1
wj,kxi,j,k∀j ∈ Jl (3) 

In Eq. (3), ml is the number of information types that comprise cluster 
Jl, k indexes the five risk categories and wj,k is a risk weight of infor
mation type j with respect to risk category k. C represents a constant to 
trim the OPR to a range of [0,1] according to Eq. (4): 

C =
1

max
{

1
m

∑m
j=1
∑5

k=1wj,kxi,j,k

} (4) 

We further averaged the sensitivity and willingness to share across 
each information type cluster Jl. Furthermore, we computed mean 
indices for the IPC, RB and IA constructs and scaled them to a range of 
[0,1] to simplify the comparisons. Their reliability was considered as 
satisfactory for all constructs using Cronbach’s alpha (0.77 ≤ α ≤ 0.83). 
We performed all analyses with the statistical programming tool R (R 
Core Team, 2021). 

4. Results 

The descriptive statistics of mean risk assignment, sensitivity and 
willingness to share across all information types are summarized in  
Table 2. 

Participants consider most information types a risk to their privacy 
with “passwords” (M = 0.855), “home address” (M = 0.843) and “GPS 
location” (M = 0.843) occurring the most. The energy data “electricity 
consumption of washing machine” (M = 0.219), “generation of PV 
plant” (M = 0.231), “heating energy consumption” (M = 0.234) were 
considered the least privacy risk. In contrast, “smart meter data” were 
assigned a comparatively higher privacy risk (M = 0.492). Nevertheless, 
energy data is most commonly associated with no risk, such as “elec
tricity consumption of washing machine” (M = 0.710), “generation of 
PV plant” (M = 0.672), and “heating energy consumption” (M = 0.635), 
similar to other information types like “gender” (M = 0.620), “sports 
activities” (M = 0.559) and “place of birth” (M = 0.526). Again, “smart 
meter data” are evaluated differently (M = 0.389). 

There is also a strong positive correlation of sensitivity with privacy 
risk (r = 0.89). On the one hand, a rather small number of participants 
consider “electricity consumption of washing machine” (M = 0.221), 
“heating energy consumption” (M = 0.286) and “generation of PV plant” 
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(M = 0.296) as sensitive. On the other hand, a rather large number of 
participants consider “smart meter data” (M = 0.526) as sensitive. By 
contrast, there is a strong negative correlation between the willingness 
to share and the risk category privacy risk (r = − 0.81). Regarding en
ergy data, participants would least commonly share their “smart meter 
data” (M = 0.286). They were, however, much more willing to share 
data about “generation of PV plant” (M = 0.426), “heating energy 
consumption” (M = 0.555) and “electricity consumption of washing 
machine” (M = 0.591). Psychological risk positively correlates with both 
physical risk (r = 0.69) and social risk (r = 0.79). Participants are more 
willing to share data associated with no risk (r = 0.87) and consider 
such data less sensitive (r = − 0.95). 

4.1. Information type clusters 

A principal components analysis revealed that more than 75% of the 
total object variance could be explained using the first two principal 
components. The first one explains 54.81% of the total variance (with a 
sum of squared loadings of 4.39) comprising financial risk, privacy risk, 
no risk, sensitivity and willingness to share. The second principal 
component explains 21.97% of the total variance (with a sum of squared 

loadings of 1.76) comprising physical risk, social risk and psychological 
risk. Although the measures can be assigned to the principal compo
nents, some fuzziness still remains since the risk categories, the sensi
tivity and the willingness to share are intercorrelated. The hierarchical 
cluster analysis suggested a six to nine cluster solution. Comparing the 
cluster silhouette scores with the model simplicity and interpretability 
yields to a seven-cluster solution with an average silhouette score of 
0.42. The resulting clusters differ significantly in terms of their risk, 
sensitivity and willingness to share values according to a MANOVA 
(Pillai’s trace V = 0.60, F(8, 30) = 5.74, p < 0.001). Fig. 1 shows a 
graphical representation of these seven clusters in two principal com
ponents. The data contained therein indicate the following cluster de
scriptions: Demographics, Attitude and Status, Social Interaction, Secure 
Identifiers, Financial Information, Residuals and Energy Data. For detailed 
information on cluster profiles, please see Table A.5 in the appendix. 

The Demographics cluster contains nine information types (e.g., 
gender, birth date, occupation, religion), information that is associated 
with comparatively low amounts of financial (M = 0.073, SD = 0.77) 
and privacy risk (M = 0.389, SD = 0.104). Hence, participants 
frequently attested them as having no risk (M = 0.495, SD = 0.069) and 
not only perceive this segment as insensitive (M = 0.315, SD = 0.071) 

Table 2 
Descriptive statistics of risk assignment, sensitivity and willingness to share.  

Information type FIN PHY SOC PSY PRI NON SENS WITS 

Place of birth 0.023 0.027 0.124 0.040 0.405 0.526 0.315 0.641 
Religion 0.015 0.025 0.265 0.101 0.390 0.476 0.307 0.635 
Body weight 0.023 0.255 0.168 0.206 0.412 0.386 0.371 0.542 
Email address 0.136 0.038 0.186 0.103 0.688 0.237 0.486 0.539 
Birth date 0.068 0.038 0.148 0.066 0.551 0.385 0.423 0.585 
ZIP code 0.040 0.038 0.102 0.040 0.492 0.456 0.366 0.617 
Number of children 0.042 0.030 0.143 0.060 0.455 0.478 0.359 0.615 
Political affiliation 0.040 0.045 0.398 0.153 0.463 0.325 0.446 0.463 
Sexual preference 0.025 0.150 0.280 0.221 0.521 0.335 0.400 0.546 
Occupation 0.177 0.048 0.250 0.104 0.298 0.509 0.280 0.692 
Shopping behavior 0.231 0.030 0.170 0.075 0.402 0.444 0.347 0.597 
Sports activities 0.027 0.212 0.133 0.090 0.258 0.559 0.256 0.665 
Social network profile 0.071 0.066 0.481 0.280 0.710 0.121 0.538 0.399 
Medical history 0.139 0.364 0.360 0.420 0.770 0.086 0.732 0.276 
Picture of face 0.078 0.194 0.294 0.279 0.708 0.149 0.669 0.294 
Home address 0.129 0.128 0.189 0.126 0.843 0.103 0.685 0.312 
GPS location 0.075 0.123 0.180 0.144 0.843 0.093 0.720 0.242 
Phone number 0.121 0.045 0.212 0.179 0.818 0.106 0.706 0.285 
Income level 0.425 0.023 0.267 0.095 0.628 0.148 0.592 0.364 
Law enforcement files 0.139 0.048 0.355 0.231 0.722 0.164 0.704 0.376 
Online dating activities 0.046 0.053 0.401 0.247 0.694 0.156 0.598 0.257 
Credit score 0.678 0.023 0.239 0.138 0.646 0.065 0.790 0.226 
Finger print 0.290 0.216 0.211 0.187 0.839 0.040 0.864 0.153 
Vehicle registration number 0.186 0.038 0.100 0.050 0.656 0.229 0.613 0.276 
Driver’s licence number 0.201 0.032 0.143 0.090 0.784 0.111 0.793 0.156 
Credit card number 0.812 0.027 0.101 0.101 0.624 0.017 0.917 0.118 
Financial account number 0.812 0.035 0.121 0.124 0.619 0.018 0.906 0.101 
IP address 0.334 0.051 0.204 0.139 0.823 0.063 0.788 0.182 
Social security number 0.292 0.126 0.287 0.143 0.794 0.055 0.818 0.187 
Passwords 0.643 0.095 0.309 0.275 0.855 0.023 0.961 0.035 
DNA profile 0.104 0.340 0.260 0.270 0.829 0.065 0.857 0.143 
Digital signature 0.470 0.043 0.221 0.111 0.750 0.071 0.817 0.240 
Passport number 0.242 0.063 0.191 0.100 0.819 0.071 0.857 0.140 
Gender 0.032 0.106 0.138 0.081 0.249 0.620 0.181 0.829 
COVID vaccination status 0.056 0.132 0.292 0.178 0.439 0.428 0.378 0.642 

Smart meter data 0.126 0.055 0.110 0.066 0.492 0.389 0.527 0.286 
Generation of PV plant 0.107 0.013 0.045 0.020 0.231 0.672 0.296 0.426 
Heating energy consumption 0.172 0.005 0.053 0.015 0.234 0.635 0.286 0.555 
Electricity consumption 

of washing machine 
0.103 0.010 0.037 0.018 0.219 0.710 0.221 0.591 

Mean assignments, FIN = financial risk, PHY = physical risk, SOC = social risk, PSY = psychological risk, PRI = privacy risk, NON = no risk, SENS = sensitivity, WITS 
= willingness to share. 
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but exhibited the highest willingness to share them (M = 0.653, SD =
0.074). 

A cluster with balanced sensitivity (M = 0.445, SD = 0.084) and 
willingness to share (M = 0.516, SD = 0.094) comprises the participants’ 
Attitude and Status regarding six information types (e.g., income level, 
COVID vaccination status, sexual preference). This information is 
assigned a comparatively high social risk (M = 0.265, SD = 0.083). 

Participants associate the cluster called Social Interaction with the 
comparatively highest physical (M = 0.145, SD = 0.136), social (M =
0.378, SD = 0.069) and psychological (M = 0.291, SD = 0.075) risks. 
Furthermore, they assign the five corresponding information types (so
cial network profile, medical history, online dating activities, picture of 
face, law enforcement files) with a high privacy risk (M = 0.721, SD =
0.029), consider them as rather sensitive (M = 0.648, SD = 0.079) and 
have a rather low willingness to share them (M = 0.320, SD = 0.063). 

The Secure Identifiers cluster comprises twelve information types (e. 
g., phone number, DNA profile, passwords, passport number) that yield 
a high privacy risk (M = 0.804, SD = 0.058) and sensitivity (M = 0.805, 
SD = 0.077) perception. Secure identifiers are associated with a low 
willingness to share (M = 0.192, SD = 0.075). 

The cluster associated with the highest financial risk (M = 0.812, SD 
= 0.000) comprises two information types: financial account number 
and credit card number. This Financial Information is perceived as highly 
sensitive (M = 0.912, SD = 0.008) and a very low willingness to share 
was observed (M = 0.109, SD = 0.012). 

Participants ascribe the Energy Data cluster not only a very low 
financial risk (M = 0.127, SD = 0.039) but also the least physical (M =
0.009, SD = 0.004), social (M = 0.045, SD = 0.008), psychological (M =
0.018, SD = 0.003) and privacy (M = 0.228, SD = 0.008) risks. 
Furthermore, they consider this cluster, comprising the data types 
electricity consumption of washing machine, heating energy consump
tion and generation of PV plant, as the least sensitive (M = 0.268, SD =
0.041) even when compared to Demographics (M = 0.315, SD = 0.071). 
Although Energy Data is a no-risk cluster (M = 0.672, SD = 0.037), the 
willingness to share is moderate (M = 0.514, SD = 0.087) and can be 
classified as similar to that seen in Attitude and Status. 

Interestingly, the smart meter data type is not part of the Energy Data 
cluster but builds a unique cluster together with vehicle registration 
number. Since there is no prior association regarding these data types, 

the remaining cluster is called Residuals. A high privacy risk (M = 0.574, 
SD = 0.116) is seen in this segment, a result that falls between Attitude 
and Status and Financial Information. Regarding sensitivity (M = 0.570, 
SD = 0.061) and willingness to share (M = 0.281, SD = 0.007), the 
Residuals are somewhat comparable to Social Interaction and exhibit 
rather low willingness to share. 

4.2. User segmentation 

Individual users perceive the highest OPR with sharing Financial 
Information (M = 0.51, SD = 0.18). They perceive further moderate 
overall risks regarding Secure Identifiers (M = 0.39, SD = 0.12) and Social 
Interaction (M = 0.37, SD = 0.16), while Energy Data is associated with 
lowest overall risk (M = 0.03, SD = 0.05). Residuals are perceived as 
rather not risky (M = 0.18, SD = 0.11). Furthermore, participants are 
moderately concerned about their internet privacy (M = 0.59, SD =
0.23) and similarly report a moderate risk behavior (M = 0.58, SD =
0.22). These constructs also somewhat correlate positively (r = 0.43). 
On average, participants use the internet occasionally (M = 0.56, SD =
0.15). 

To build user segments, a principal components analysis revealed 
that about 53% of the total subject variance could be explained using the 
first four principal components. The first one explains 19.28% of the 
total variance (with a sum of squared loadings of 4.62) comprising risk, 
sensitivity and willingness to share for the information type cluster 
Demographics, Attitude and Status, Social Interaction and Energy Data. The 
second principal component explains 18.04% of the total variance (with 
a sum of squared loadings of 4.33) comprising either the sensitivity of 
Social Interaction, Secure Identifiers, Financial Information and Residuals, 
as well as the willingness to share of Secure Identifiers and Residuals. The 
third and fourth principal component together explain 15.31% of the 
total variance (with a sum of squared loadings of 3.68). The third one 
comprises risk perceptions of further data type clusters, and the fourth 
one comprises further clusters regarding their willingness to share. 

The subsequent hierarchical cluster analysis suggested a six cluster 
solution with an average silhouette score of 0.22. The resulting user 
segments differ significantly in their perceptions according to a MAN
OVA (Pillai’s trace V = 0.52, F(24, 575) = 25.72, p < 0.001). Clusters 5 
(n = 6) and 6 (n = 3) were identified as outliers; therefore, they were 

Fig. 1. Cluster solution of information types.  
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excluded from further analyses. Fig. 2 shows a graphical representation 
of the four main user segments. For detailed information about the user 
profiles, please see Table A.6 in the appendix. 

Segment A: “Rejecting user” (29.5%). The prototype of the rejecting 
user is 44.79 years old (SD = 13.83) and predominantly female (56%). 
Although they do not perceive any information type cluster as particu
larly risky, their sensitivity perception is the highest among all user 
segments and thus their willingness to share data is the lowest. Their 
sensitivity perception of energy data is significantly higher (M = 0.429, 
SD = 0.273) and willingness to share significantly lower (M = 0.362, SD 
= 0.266) than those of other segments. Similarly, they perceive the re
siduals group (which contains smart meter data) as comparatively sen
sitive (M = 0.716, SD = 0.222) and are thus not willing to share such 
data or information (M = 0.183, SD = 0.216). As such, the rejecting user 
has high internet privacy concerns (M = 0.634, SD = 0.231) and is 
comparatively most careful when using the internet (M = 0.619, SD =
0.221). The level of education corresponds to that of the entire sample. 
However, lower income levels are slightly overrepresented in this 
cluster. 

Segment B: “Concerned user” (18.7%): The concerned user is on 
average 41.70 years old (SD = 13.27) and characterized by a larger 
number of males (56%). Compared to other segments, this segment has a 
relatively high education level, with 25% completing secondary school 

with a school-leaving certificate and another 27% completing tertiary 
education. Concerned users have incomes that are either low or high, 
with few having average incomes. Persons in this segment perceive data 
sharing as relatively risky, particularly information about social inter
action (M = 0.715, SD = 0.120). In general, they report comparatively 
high information sensitivity and are less willing to share data. Although 
concerned users practically assign no OPR (M = 0.075, SD = 0.076) and 
low sensitivity (M = 0.254, SD = 0.218) to energy data, they are only 
moderately willing to share them (M = 0.477, SD = 0.260). Further
more, they show a low willingness to share data that corresponds to the 
residuals group (M = 0.278, SD = 0.195). Although the risk behavior 
and internet activity of concerned users do not differ from those of other 
segments, their internet privacy concerns are comparatively the highest 
(M = 0.649, SD = 0.203). 

Segment C: “Selective user” (30.7%): The typical selective user is fe
male (58%) with an average age of 42.26 (SD = 13.65), who has 
completed an apprenticeship (59%) and has a moderate income (27%). 
Selective users assign moderate OPR to data sharing but consider Secure 
Identifiers (M = 0.877, SD = 0.073) and Financial Information (M =
0.967, SD = 0.096) as highly sensitive. Therefore, they are unwilling to 
share these information types. However, persons in this segment assign 
low sensitivity not only to Demographics (0.195, SD = 0.126) and At
titudes and Status (M = 0.335, SD = 0.150), but also Energy Data (M =

Fig. 2. Cluster solution of user segments.  
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0.169, SD = 0.208). Their willingness to share Energy Data is also 
comparatively high (M = 0.596, SD = 0.290). The Residuals have an 
average sensitivity (M = 0.581, SD = 0.242), but low willingness to 
share (M = 0.230, SD = 0.201). Their IA is highest among all segments 
(M = 0.577, SD = 0.148), with a considerable number of users pos
sessing smart household devices (14%) and energy management systems 
(16%). In this largest user segment, 7% own a PV system. 

Segment D: “Sharing user” (19.7%): The sharing user is typically male 
(62%), with an average age of 44.88 (SD = 14.82) and tends to have 
completed a secondary school with a school-leaving certificate (24%). 
Persons in this segment assign both the lowest OPR and sensitivities to 
each information type cluster. Furthermore, their willingness to share is 
highest overall. Although they perceive the sensitivity of Energy Data in 
ways similar to the selective user (M = 0.164, SD = 0.197), it is striking 
that the sharing user perceives significantly less sensitivity regarding the 
Residuals, a cluster that contains smart meter data (M = 0.345, SD =
0.212). Hence, their willingness to share Residuals is highest (M =
0.506, SD = 0.259). A comparatively large proportion of users have 
smart household devices (16%), while only 7% own a PV system. The 
IPC is also lowest in this segment (M = 0.492, SD = 0.209). 

5. Discussion 

In this study, we provided insight into how end users perceive their 
energy data as compared to other types of information regarding risks, 
sensitivity and the willingness to share these data for designing and 
using digital energy services in a manner that minimizes privacy con
cerns and enhances the availability of household energy data and thus 
the provision of flexibility. There is compelling evidence that end users 
perceive energy data as the least sensitive when compared to other in
formation. However, their willingness to share these data remains only 
moderate. Smart meter data occupy a unique role, as the willingness to 
share these data is comparatively low. Our general results agree with the 
findings of Milne et al. (2017) regarding secure identifiers as most 
sensitive information types. Furthermore, we found that end users are 
most likely willing to share their own demographic information, a result 
that supports the previous findings of Milne et al. (2017), Markos et al. 
(2017) and Schomakers et al. (2019), who obtained similar results in 
studies performed in the countries of Brazil, the U.S. and Germany. 

Previous studies show that a risk of burglary exists, along with in
formation leakage about working, dining and vacationing habits of 
households, when the meter readings are compromised (Razavi et al., 
2019). Thus, third-party insights into a household’s energy consumption 
can even lead to financial and physical risks. Nevertheless, most energy 
data are perceived as the least sensitive and assigned as having practi
cally no risk compared to other personal information. Even end users 
that are generally concerned about risks associated with data sharing do 
not assign any relevant risk to energy data. Still, the willingness to share 
remains questionable, as this willingness is less pronounced than that for 
information types in the demographics cluster, but higher than for the 
other data clusters. Thus, energy service providers should capitalize on 
the willingness of end users to share their demographic information, 
leveraging potential synergies for energy data collection when devel
oping demand response solutions. In respect to energy data, the highest 
actionable potential in utilizing data is related to PV electricity pro
duction, heating energy consumption and washing machine electricity 
consumption. Hence, demand side actions should prioritize strategic 
load growth based on data that provide information about high PV 
production, potential for thermal load shifting and individual device 
usage (Hussain et al., 2023), without relying on electricity consumption 
data. 

A key finding of our study regarding smart meter data differs from 
recent findings about the perception of energy data. While Ofgem 
(2018) reported that electricity consumption data are perceived as being 
the least sensitive when compared with other personal information, our 
results show a shift of smart meter data within the sensitivity spectrum 

towards a level that is comparable to social interaction information, 
such as the social network profile and online dating activities. In 
contrast to other types of energy data, end users classify smart meter 
data as belonging to a separate cluster, together with vehicle registration 
number. Not only are they perceived as more sensitive than PV elec
tricity production, heating energy consumption and washing machine 
electricity consumption, but they are also less likely to be shared. This is 
a surprising finding because most privacy concerns regarding energy 
services arise from their potential to reveal information about daily 
household activities (Vigurs et al., 2021). However, both heating energy 
and washing machine electricity consumption have the potential to 
provide more detailed information about the home life than aggregated 
smart meter data. While grid operators can – with a time delay – already 
utilize the latter (Chen et al., 2023), the availability of real-time elec
tricity consumption data will remain limited. 

Our results also show that a user segment comprising about 20% of 
end users are rather willing to share most of their energy data but are 
only moderately willing to share their smart meter data. Although not 
completely comparable, this proportion is lower than that reported by 
previous studies (e.g., Ofgem, 2018; Pfeiffer et al., 2020), emphasizing 
the current limited availability of household consumption data (Thorve 
et al., 2023) and thus constraining household flexibility. Despite 
scholars advocate for energy services that promote the sharing of pro
prietary data (Paudler et al., 2023), the value of sharing energy data has 
not yet become widespread among end users (Fernandes and Silva, 
2022). Coupled with a lack of awareness of energy transition topics, such 
as smart grids and demand response, brought about by inadequate 
communication from decision makers (Geels et al., 2021), end users may 
have adopted a position of rational distrust towards systematic data 
collection and use (de Godoy et al., 2021). This distrust may have been 
heightened by the ongoing smart meter roll-out, a top-down imple
mentation that somewhat restricts the voluntary nature of data sharing 
(European Union, 2019) as compared to, e.g., the use of social media. 
Open participant responses reinforce the assumption of distrust, 
expressing concerns about potential restrictions in the energy supply. 
Furthermore, participants emphasized the role of privacy concerns and 
question the added value in sharing energy data. This may also explain 
why energy data are frequently considered as the least risky and sensi
tive but are less likely to be shared than other information types. The 
smart meter controversy is notably present in another user segment, 
comprising 31%, which exhibits a similar willingness to share energy 
data but perceives smart meter data as significantly more sensitive than 
other energy data. Despite this, users in this segment are relatively 
receptive to smart technologies, a characteristic that holds flexibility 
potentials through appropriate energy services. 

5.1. Implications for research and practice 

Our research provides comprehensive analysis results about the 
perception of energy data, offering a novel perspective on energy system 
modeling. These models incorporating household data attain validity if 
end users provide their energy data. However, according to our results, 
at most about 20% of the end users can be expected to share their data, 
and at most half could be willing to voluntarily share other energy data, 
though not necessarily electricity consumption data. Hence, our results 
provide scholars with benchmarks for achieving greater accuracy in 
energy system modeling. 

Unlike prior studies that have generally focused on information 
sensitivity and the willingness of end users to share this information 
(Markos et al., 2017; Rumbold and Pierscionek, 2018; Schomakers et al., 
2019; Belen-Saglam et al., 2022), we followed the approach of Milne 
et al. (2017) who clustered a set of information types according to their 
risk, sensitivity and willingness to share. However, we contribute to the 
methodology by providing an even more comprehensive comparison of 
several information types by considering not only physical risk, financial 
risk, social risk and psychological risk, but also the privacy risk. 
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Furthermore, we consider an individual’s overall perceived risk as a 
function of specific risk categories and differentiate among several in
formation type clusters, an approach that improved our ability to 
perform in-depth end user segmentation. 

Our work has several practical implications. Policymakers should 
make more effort to communicate the benefits of sharing energy data, 
and particularly smart meter data, for the energy system. Although the 
energy transition is a complex issue, awareness in the general public is 
still lacking. Therefore, we need a broader and deeper debate among 
stakeholders about the necessity of energy data for the energy transition 
to more effectively highlight the added value and reduce privacy con
cerns (Radtke, 2022). In this regard, there are initial indications that the 
latter have recently started to deteriorate, possibly as a result of 
governmental efforts (Schallehn and Valogianni, 2022). Targeted 
communication strategies also enable end users to fully consider the 
potential risks of sharing energy data. Although they do not consider this 
data to be sensitive, only the privacy risk is considered as relevant with 
reference to smart meter data. Potential financial and physical risks are 
also associated with sharing energy data. More generally, this work 
contributes to a comprehensive understanding of information sensitivity 
and its privacy aspects. By comparing energy data with other informa
tion types, we provide a more finely nuanced view of the end users’ 
perception of data. This ensures that targeted recommendations for ac
tion can be made not only in the area of energy transition but also in the 
whole discussion about data protection. 

5.2. Limitations and future research 

Two features of this work limit the conclusions we can draw about 
the perception of energy data. First, we aimed to gain a general 
perspective of the perception of energy data rather than to focus on 
specific recipients with whom the data should be shared. Previous 
studies indicate that the willingness of individuals to share data depends 
on the particular recipient (Markos et al., 2017). Second, the willingness 
to share data is linked to personal benefits (e.g., financial savings) 
(Tschersich et al., 2016), an area that was beyond the explicit scope of 
this study. 

Whether sharing energy data with specific recipients or to obtain 
incentives would yield comparable results is an open question. More
over, further research should address more antecedents regarding the 
willingness to share energy data and smart meter data in particular. 

6. Conclusion 

Sharing energy data provides added value through digital services 

for both the personal household and the whole energy system. However, 
certain drawbacks associated with sharing data such as privacy risks 
limit the potential of using the available energy data to ensure a more 
sustainable energy system. Our work clarifies the particular role played 
by energy data within the spectrum of personal information. While en
ergy data are generally perceived as the least sensitive, smart meter data 
stands out as an exception. Moreover, a relatively small number of end 
users express willingness to share their energy data. Given that it is 
possible to raise awareness about the benefits of sharing smart meter 
data, given that we find ways to harness further energy data, and given 
that we effectively communicate these benefits to overcome existing 
privacy concerns, we conclude that sharing energy data not only miti
gates the current controversy regarding digital services but significantly 
contributes to a sustainable energy system. 
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Appendix A. Additional tables  

Table A.3 
Information types used.  

Information type Information type Information type 

Place of birtha,b,c,d Medical historya,b,c,d Financial account numbera,b,c,d 

Religiona,b,c,d Picture of facea,b,c,d IP addressa,b,c,d 

Body weighta,b,c,d Home addressa,b,c,d Social security numbera,b,c 

Email addressa,b,c,d GPS locationa,b,c,d Passwordsa,b,c,d 

Birth datea,b,c,d Phone numbera,b,c,d DNA profilea,b,c 

ZIP codea,b,c,d Income levela,b,c,d Digital signaturea,b,c 

Number of childrena,b,c,d Law enforcement filesa,b,c Passport numbera,b,c,d 

Political affiliationa,b,c,d Online dating activitiesc,d Gendera,d 

Sexual preferencea,b,c,d Credit scorea,b,c,d COVID vaccination statuse 

Occupationa,b,c,d Finger printa,b,c Smart meter datae 

Shopping behaviora,b,d Vehicle registration numbera,b,c,d Generation of PV plante 

Sports activitiesc Driver’s licence numbera,b Heating energy consumptione 

Social network profilea,b,c,d Credit card numbera,b,c,d Electricity consumption of washing machinee 

Sources: a Milne et al. (2017), b Markos et al. (2017), c Schomakers et al. (2019), d Belen-Saglam et al. (2022), e new.  
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Table A.4 
Scale items, descriptive statistics and correlations.  

Scale αa Mb (SDc) RB IA 

Internet privacy concern (IPC) 0.83 0.60 (0.23) 0.43 0.09 
I am concerned about submitting information on the Internet because I am unsure what others might do with it.d,e 

I am concerned that websites are requesting too much personal information for my registration.e 

I am concerned that someone might use my personal information illegally.d,e 

I am generally concerned about my privacy when I use the internet.e 

I am concerned that someone will use my password illegally.e 

Scale αa Mb (SDc)  IA 

Risk behavior (RB) 0.79 0.58 (0.22)  -0.14 
I read the privacy policy for mobile devices before downloading an app.f 

I actively protect my data when I use the internet.g 

Before I use an online service, I find out whether my data is safe there.g 

I choose privacy-friendly apps or internet services.g 

Scale αa Mb (SDc)   

Internet activity (IA) 0.77 0.56 (0.15)   
Send instant messages via apps (e.g. WhatsApp, Signal, Telegram)h,i 

Use internet bankingi 

Search for information on the interneth 

Plan leisure activities and vacationsi 

Watch TV and/or listen to music (e.g., web radio, online streaming services such as Spotify, Netflix, Amazon Prime)h,i 

Make phone calls or video calls (e.g., via apps such as WhatsApp, Skype, Facebook)h,i 

Upload self-created content to websites (e.g., text, images, photos, videos, music, software)h,i 

Sell goods or services (e.g., via willhaben, shpock, or at auctions via eBay)i 

Use a citizen card/mobile phone signature for official purposesi 

Shop onlinei 

Use social networks (e.g. Facebook, Instagram, Snapchat, LinkedIn or Twitter)i 

Track or record fitness activitiesi 

Online datingi 

n = 604, a Cronbach alpha, b means ∈ [0,1], c standard deviations. 
Sources: d Dinev and Hart (2006), e Lee et al. (2019), f Khalil and Karam (2015), g Schäwel et al. (2021), h Rosen et al. (2013), i Djahangiri et al. (2018).  

Table A.5 
Cluster profiles of information types from hierarchical cluster analysis.   

Demographics Attitude and Status Social Interaction Secure Identifiers Residuals Financial Information Energy Data  
(23.08%) (15.38%) (12.82%) (30.77%) (5.13%) (5.13%) (7.69%) 

Dimension M SD M SD M SD M SD M SD M SD M SD 

FIN 0.073 0.077 0.118 0.156 0.095 0.042 0.298 0.203 0.156 0.042 0.812 0 0.127 0.039 
PHY 0.062 0.062 0.107 0.090 0.145 0.136 0.107 0.092 0.046 0.012 0.031 0.006 0.009 0.004 
SOC 0.163 0.056 0.265 0.083 0.378 0.069 0.220 0.047 0.105 0.007 0.111 0.014 0.045 0.008 
PSY 0.073 0.024 0.159 0.052 0.291 0.075 0.159 0.060 0.058 0.012 0.113 0.016 0.018 0.003 
PRI 0.389 0.104 0.525 0.110 0.721 0.029 0.804 0.058 0.574 0.116 0.621 0.004 0.228 0.008 
NON 0.495 0.069 0.310 0.102 0.135 0.032 0.072 0.027 0.309 0.113 0.017 0.001 0.672 0.037 
SENS 0.315 0.071 0.445 0.084 0.648 0.079 0.805 0.077 0.570 0.061 0.912 0.008 0.268 0.041 
WITS 0.653 0.074 0.516 0.094 0.320 0.063 0.192 0.075 0.281 0.007 0.109 0.012 0.524 0.087  
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Table A.6 
Profiles of user segments.   

Rejecting user Concerned user Selective user Sharing user  
(29.5%) (18.7%) (30.7%) (19.7%)  

M SD M SD M SD M SD 

Age 44.785 13.829 41.696 13.266 42.261 13.650 44.881 14.822 
Overall perceived risk         
Attitudes and Status 0.233 0.107 0.405 0.101 0.171 0.088 0.156 0.104 
Social Interaction 0.417 0.165 0.715 0.120 0.419 0.139 0.342 0.168 
Secure Identifiers 0.427 0.141 0.650 0.121 0.496 0.099 0.390 0.139 
Residuals 0.223 0.132 0.310 0.118 0.208 0.128 0.134 0.123 
Financial Information 0.543 0.209 0.820 0.139 0.656 0.201 0.550 0.211 
Energy Data 0.051 0.056 0.075 0.076 0.023 0.037 0.021 0.040 
Demographics 0.120 0.071 0.212 0.082 0.071 0.057 0.067 0.059 

Sensitivity         
Attitudes and Status 0.626 0.193 0.499 0.176 0.335 0.150 0.289 0.180 
Social Interaction 0.779 0.177 0.736 0.163 0.622 0.176 0.429 0.201 
Secure Identifiers 0.888 0.105 0.818 0.138 0.877 0.073 0.589 0.139 
Residuals 0.716 0.222 0.571 0.214 0.581 0.242 0.345 0.212 
Financial Information 0.960 0.121 0.907 0.162 0.967 0.096 0.815 0.229 
Energy Data 0.429 0.273 0.254 0.218 0.169 0.208 0.164 0.197 
Demographics 0.483 0.186 0.378 0.181 0.195 0.126 0.171 0.169 

Willingness to share         
Attitudes and Status 0.346 0.211 0.466 0.192 0.611 0.166 0.675 0.199 
Social Interaction 0.198 0.191 0.244 0.165 0.350 0.197 0.527 0.224 
Secure Identifiers 0.132 0.158 0.172 0.131 0.138 0.091 0.371 0.159 
Residuals 0.183 0.216 0.278 0.195 0.230 0.201 0.506 0.259 
Financial Information 0.076 0.153 0.145 0.164 0.061 0.110 0.185 0.186 
Energy Data 0.362 0.266 0.477 0.260 0.596 0.290 0.692 0.247 
Demographics 0.488 0.213 0.579 0.205 0.771 0.168 0.791 0.178 

Attitudes         
Internet privacy concern 0.634 0.231 0.649 0.203 0.583 0.220 0.492 0.209 
Risk behavior 0.619 0.221 0.568 0.209 0.583 0.230 0.530 0.208 
Internet activity 0.543 0.152 0.568 0.127 0.577 0.148 0.567 0.160  

Appendix B. Supporting information 

Supplementary data associated with this article can be found in the online version at doi:10.1016/j.egyr.2024.01.053. 
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Schäwel, J., Frener, R., Masur, P.K., Trepte, S., 2021. Learning by doing or doing by 
learning? The interdependency between online privacy literacy and data protection 
behavior. Medien und Kommunikationswissenschaft, 69, 221–246. https://doi.org/ 
10.5771/1615-634X-2021-2-221. 

Schomakers, E.M., Lidynia, C., Müllmann, D., Ziefle, M., 2019. Internet users’ 
perceptions of information sensitivity – insights from Germany. Int. J. Inf. Manag. 
46, 142–150. https://doi.org/10.1016/j.ijinfomgt.2018.11.018. 

Thorve, S., Baek, Y.Y., Swarup, S., Mortveit, H., Marathe, A., Vullikanti, A., Marathe, M., 
2023. High resolution synthetic residential energy use profiles for the United States. 
Sci. Data 10, 76. https://doi.org/10.1038/s41597-022-01914-1. 

Tschersich, M., Kiyomoto, S., Pape, S., Nakamura, T., Bal, G., Takasaki, H., Rannenberg, 
K., 2016. On gender specific perception of data sharing in Japan, in: Hoepman, J., 
Katzenbeisser, S. (Eds.), IFIP Advances in Information and Communication 
Technology. Springer. volume 471, pp. 150–160. URL: 〈http://link.springer.com 
/10.1007/978–3-319–33630-5–11〉, doi:10.1007/978–3-319–33630-5–11. 

Vigurs, C., Maidment, C., Fell, M., Shipworth, D., 2021. Customer privacy concerns as a 
barrier to sharing data about energy use in smart local energy systems: a rapid realist 
review. Energies 14. https://doi.org/10.3390/en14051285. 

Vitiello, S., Andreadou, N., Ardelean, M., Fulli, G., 2022. Smart metering roll-out in 
europe: where do we stand? Cost benefit analyses in the clean energy package and 
tesearch trends in the green Deal. Energies 15, 2340. https://doi.org/10.3390/ 
en15072340. 

Wang, J., Xu, Y., 2021. Internet usage, human capital and CO2 emissions: a global 
perspective. Sustainability 13, 8268. https://doi.org/10.3390/su13158268. 

Warren, S.D., Brandeis, L.D., 2005. The right to privacy. Inf. Ethics.: Priv., Prop., Power 
4, 209–225. https://doi.org/10.7312/gold91730-002. 

Watson, R.T., Boudreau, M.C., Chen, J., A., 2010. Management Information Systems 
Research Center, University of Minnesota. MIS Quarter 34, 567–594. 

Yussof, S., Mohd Zulkefle, N.N., Yusoff, Y., Abu Bakar, A., 2021. Willingness of Electricity 
Consumer in Malaysia, in: Advances in Visual Informatics. IVIC 2021. Lecture Notes 
in Computer Science. Springer International Publishing, pp. 689–700. URL: 〈http:// 
dx.doi.org/10.1007/978–3-030–90235-3–59〉, doi:10.1007/9783–030-90235–3. 

Zhang, W., Liu, L., 2022. Unearthing consumers’ intention to adopt ecofriendly smart 
home services: an extended version of the theory of planned behavior model. 
J. Environ. Plan. Manag. 65, 216–239. https://doi.org/10.1007/9783–030-90235–3. 
〈http://dx.doi.org/10.1007/978–3-030–90235-3–59〉.  

C. Pfeiffer et al.                                                                                                                                                                                                                                 

https://doi.org/10.1016/j.egyai.2021.100079
https://doi.org/10.1016/j.egyai.2021.100079
https://doi.org/10.1016/j.jbusres.2022.04.034
https://doi.org/10.1016/j.jbusres.2022.04.034
https://doi.org/10.3390/en13195112
https://doi.org/10.1016/j.segan.2023.101113
https://doi.org/10.1016/j.segan.2023.101113
http://refhub.elsevier.com/S2352-4847(24)00054-4/sbref22
http://refhub.elsevier.com/S2352-4847(24)00054-4/sbref22
https://doi.org/10.3390/en14175237
https://doi.org/10.3390/en14175237
https://doi.org/10.1016/j.gloei.2023.06.005
https://doi.org/10.1016/j.ijinfomgt.2018.05.007
https://doi.org/10.1016/j.procs.2015.09.087
https://doi.org/10.1016/j.giq.2019.01.002
https://doi.org/10.1016/j.erss.2021.102211
https://doi.org/10.1016/j.future.2018.04.062
https://doi.org/10.1016/j.future.2018.04.062
https://doi.org/10.1509/jppm.15.159
https://doi.org/10.1016/j.enbuild.2022.111845
https://doi.org/10.1111/joca.12111
https://doi.org/10.1016/j.jclepro.2019.119317
https://doi.org/10.1016/j.jclepro.2019.119317
https://www.ofgem.gov.uk/publications-and-updates/consumer-research-datasets
https://www.ofgem.gov.uk/publications-and-updates/consumer-research-datasets
https://doi.org/10.1109/ACCESS.2020.3048163
https://doi.org/10.1109/ACCESS.2020.3048163
https://doi.org/10.1016/j.egyr.2023.09.049
https://doi.org/10.1016/j.egyr.2023.07.021
https://doi.org/10.12688/openreseurope.15129.1
https://doi.org/10.12688/openreseurope.15129.1
https://www.4wardenergy.at/fileadmin/user_upload/Tagungsband_enova2020.pdf
https://www.4wardenergy.at/fileadmin/user_upload/Tagungsband_enova2020.pdf
https://doi.org/10.5005/jp/books/10966-2
https://doi.org/10.5005/jp/books/10966-2
https://doi.org/10.3390/en10020199
https://doi.org/10.1016/j.egyr.2022.07.038
https://www.R-project.org/
https://www.R-project.org/
https://doi.org/10.1016/j.erss.2021.102355
https://doi.org/10.1016/j.enbuild.2018.11.025
https://doi.org/10.1186/s13705022-00363-3
http://refhub.elsevier.com/S2352-4847(24)00054-4/sbref44
https://doi.org/10.1016/j.chb.2013.06.006
https://doi.org/10.1016/j.bdr.2017.11.001
https://doi.org/10.1016/j.bdr.2017.11.001
https://doi.org/10.1016/j.rser.2023.113851
https://doi.org/10.1016/j.rser.2023.113851
https://doi.org/10.1080/13600830902812830
https://doi.org/10.1080/13600830902812830
https://doi.org/10.1016/j.enpol.2021.112756
https://doi.org/10.1016/j.enpol.2021.112756
https://doi.org/10.5771/1615-634X-2021-2-221
https://doi.org/10.5771/1615-634X-2021-2-221
https://doi.org/10.1016/j.ijinfomgt.2018.11.018
https://doi.org/10.1038/s41597-022-01914-1
http://link.springer.com/10.1007/978-3-319-33630-5-11
http://link.springer.com/10.1007/978-3-319-33630-5-11
https://doi.org/10.3390/en14051285
https://doi.org/10.3390/en15072340
https://doi.org/10.3390/en15072340
https://doi.org/10.3390/su13158268
https://doi.org/10.7312/gold91730-002
https://doi.org/10.1007/978-3-030-90235-3-59
https://doi.org/10.1007/978-3-030-90235-3-59
https://doi.org/10.1007/9783-030-90235-3
https://doi.org/10.1007/9783&ndash;030-90235&ndash;3

	How end users perceive their energy data within the spectrum of personal information: A two-stage clustering approach
	1 Introduction
	2 Conceptual background
	3 Methods
	3.1 Study sample
	3.2 Survey instrument and measures
	3.3 Data analysis

	4 Results
	4.1 Information type clusters
	4.2 User segmentation

	5 Discussion
	5.1 Implications for research and practice
	5.2 Limitations and future research

	6 Conclusion
	CRediT authorship contribution statement
	Declaration of Competing Interest
	Data Availability
	Acknowledgements
	Appendix A Additional tables
	Appendix B Supporting information
	References


